Digital Preservation

Concepts and Principles



There is no starting and
stopping point for digital
preservation.

— Kara Van Malssen, “Planning
Beyond Digitization”



What are Digital Files?

Specific amount of information
physically written to some device
or media

Part of a filesystem

Examples: Magnetism on a spinning
disc HDD or data tape, stored
charge in a SSD, pits or dyes on an
optical disc (CD or DVD)
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Risks to Long-term
Preservation of Digital Files



Data Degradation / Data Rot

one bit flipped

Data rot is a risk to the fixity or integrity of files



Loss of Data

Data can become extinct through a natural disaster



Obsolescence of file format Obsolescence of storage
media
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Have a

Question?
e Ask!




Strategies for Preservation
of Digital Files



Fixity / Integrity Checks



A digital “signature” for a File

An algorithm goes through every bit R A RETaT _
and calculates checksum 4865 + 6CHC + 6F20 + T76F + 726C + 642E + carry = 7T1FC

Also called a “cryptographic hash,”
“hash value,” or simply “hash”

An example of how a checksum is
computed

Examples:



Demo Time




Scheduling Fixity Checks

Should be automated - open source programs and scripts
exist to run Fixity checks

Not too often: A Fixity check could cause a read/write
error or wear of storage media



Duplication of Files



Backup Strategies

Create many copies

Store copies on different
NECE

Store copies in separate
locations

Check backups regularly



Securing Data



Risks to Consider

Computer viruses
Hackers
Researchers

Employees




Refreshing of Files



Storage Media

Spinning Disc Solid State Data Tape Optical Disc
Hard Drive Hard Drive (Rfe)



Migration of Files



Selecting a Format

Compression - Does it use lossy compression, lossless compression, or no
compression?

Openness - Does one company control the format?

Documentation - Do detailed documents about its specifications exist? Is it
easy to get those documents?

Self-descriptiveness - How good is the format’'s metadata?

Universality/ubiquity - How much is it being used the real world?



Lossy compression discards data forever!

Data rot or errors have a greater effect on
compressed files

The codec used for compression may not be
supported in the future

The codec may not be well-documented




Demo Time




Monitoring for Obsolescence

Pay attention to the film/video/digital
production world

Obsolescence of born-digital formats
will happen at a faster pace than
analog

File Formats widely used on the
internet may be more resistant to
obsolescence




Creating/Maintaining
Appropriate File Metadata



Conventions are necessary at
both the file and the folder
levels

Value consistency above almost
everything else

Make conventions readable by
all computer operating systems
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order of pages  Thumbnail = gif



Embedded Metadata and Sidecar Files

Both strategies can be used

As with File format, choose a
metadata standard that is open
and universally accepted

Be Careful: Any program used to
manipulate files at an archive
should not strip metadata from
Files




Sustainability of a Digital
Preservation Program



If an organization chooses to no longer
support the digital preservation
environment — either due to bankruptcy,
change of mission, or simply a lack of
funds - the digital resources risk
disappearing.

— Kara Van Malssen, “Planning Beyond
Digitization”



Digital Repositories



Preservation Planning
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Submission Information Package (SIP)

Compressed ZIP file
<METS> envelope

| Descriptive metadata |
<EAD-Component>

Metadata

;" Preservation metadata
<PREMIS> '

Representation

Video File I

Diagram of a Simple

S|p Typical SIP for a digital

repository



Informal




Contact

Email: jFarbowitz@gmail.com
Twitter: @jfarbowitz




